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F-Secure White Paper

Upgrading Client Security and Policy Manager in 4 easy steps

Purpose

This white paper describes how to easily upgrade your existing environment running Client
Security 8-series managed with Policy Manager version 8 or 9 on Windows Server platforms.

The task begins by upgrading Policy Manager and with Policy Manager upgraded; user
workstations are upgraded to run the latest Client Security release using policy-based instal-
lation.

The document is intended for the IT administrators of SMB companies using Windows oper-
ating systems and its purpose is to give a visual and clear overview of the process without
adding too much fine detail.

Background

The scanning engines in the F-Secure product mentioned above will no longer receive up-
dates after 31.12.2011 and to ensure full protection, the client needs to be upgraded to the
latest version. Currently the latest released Client Security version is 9.20.

Unless clients are upgraded, the detection levels will deteriorate quickly after 31.12.2011 as
the product will no longer receive updates and detect new malware.
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Step 1. Meet software and hardware requirements

To allow for a smooth upgrade experience, consider the following information before start-
ing the process. The table below describes key differences between the previous and cur-
rent release of the software.

& Most importantly, the Windows 2000 Server/Workstation operating systems are no &
longer supported

Changes in recommended installation and system requirements

Extensive but Windows 10GB (5GB) All supported platforms: 1 GB
2000 no longer sup- (512MB)
ported

Extensive but Windows 800 MB (300MB ) Windows Vista: 1GB (512MB)
2000 no longer sup- Windows 7: 1 GB (512MB)
ported

Windows XP: 512MB (256MB)

Before starting the upgrade, please address these issues by either upgrading software
and/or hardware in the environment.

While upgrading to Client Security 9.20, the installation wizard prompts for the license key-
code and without it, the installation cannot be completed. If you do not have access to the
keycode, contact your local F-Secure partner.
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Step 2. Download the software

Once the prerequisites are met, prepare for the upgrade by downloading the necessary
software packages. For your convenience, the download links are provided below.

Links to software

- F-Secure Policy Manager 10 installation package
- F-Secure Client Security 9.20 remote installation package (.jar)

Place the packages to a network location or USB flash drive accessible from the Policy Manager
Server including any host(s) running the Policy Manager Console.


http://download.f-secure.com/webclub/fspm10.exe
http://download.f-secure.com/webclub/fscs920.jar
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Step 3. Upgrade Policy Manager

To start the upgrade, log in to the server as the “Administrator” user and launch the Policy

ny

F-Secure."

Manager Installation package with “Administrator” privileges.

0

| Run as administrator

Troubleshoot compatibility
7-Zip

Share with
Fin to Taskbar
Pin to Start Menu

Select the installation language and select Next.

Xl
F-Secure.’, POLICY MANAGER

Read the following License Agreement

You can proseed ith the installation anly if you acespt the License Agresment,

[F-SECURE® LICENSE TERMS ﬁl
[IMPORTANT - BEFORE INSTALLING OR USING THE F-SECURE SOFTWARE,

|CAREFULLY READ THE FOLLOWING LEGAL TERMS ("TERMS™). BY SELECTING THE
|ACCEFTING OFTION BELOW, OR BY INSTALLING, COPYING OR USING THE
[SOFTWARE YOU (EITHER AN INDIVIDUAL OR AN ENTITY) AGREE THAT YOU

[HAVE READ THESE TERMS, UNDERSTAND THEM AND AGREE TO BE LEGALLY
[BOUND Y THEML. IF YOU DO NOT AGREE TO ALL OF THE TERMS, SELECT THE
[REJECTING OPTION AND DO NOT INSTALL, USE OR COPY THE SOFTWARE.

" These Terms covar any 2nd all F-Secure programs andlor web applications icensed by o1 | |

& 1 accepl this agiesment
© lisject this agreement.

Click Next b continue.

Cancel cBack [ mews |

The server we upgrade currently runs Policy Manager 8.11 and both Policy Manager Server
and Console. Simply accept the license agreement and default settings for “components to

install”.

=
’-
F-Secure.'g” POLICY MANAGER

Please enter your customer number from the license certificate. This
helps us to seive you better when contacting F-Secue support.

To register your installation later, use "Help » Register” menu in the
Policy Manager Cansole.

Bead more

1% Register with your customer number

Customer number: 1|

" Evaluate and register later

Cancel cBack [ e |

= F-Secure Setup x|

F-Secure.'g¥ POLICY MANAGER

Welcome to F-Secure Setup

This wizard wil guide you through

F-Secure Policy Manager 10.00 build 36754 installation.

It s strongly recommended that you close all open documents before proceeding. You can cancel
the instalation &t any time by clicking the Cancel button,

Click ezt to continue. Installation language:  |[EREERIINEH]

] cisk | mes |

x
-
F-Secure. ¢ POLICY MANAGER
Select components to install
F-Secure Policy Manager 10.00 buld 36754 compornents:
Component [ Instaled version [ Task |
@ Policy Manager Conscle 10.00 a1l Uparade
@ Polioy Manager Server 10.00 811 Upgrade

Default selection Total required disk space: |255.4 MB

Click Next to continue.

Carcel <Back [t

A
"'
F-Secure, ¢ POLICY MANAGER

Setup wil create your Poiicy Manager administrator account
Use this account o lag in te Palicy Manager Server thiough Policy Manager Consale.
Your password for this account must be at least 6 characters long

Enter password fr
Lorfitm password: li—

] <Bsok | me> |
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We recommend entering the customer number during installation as otherwise Policy Man-
ager Console prompts for the number until you provide it. The password provided during
setup is used to log in to Policy Manager Console and prevents unauthorized access to the
policy domain.

i E
- -
F-Secu re.'. 4 POLICY MANAGER F-Secu re.'. 4 POLICY MANAGER

Canfi H ts for the Policy M 8 il
An existing F-Secure Policy Manager Server installation has besn detected. Do you want to change the: e e ports i e ooy Manage: Semver macyies
server settings or keep the existing seftings? Hosts need access to the Host module.

Policy Manager Console needs access to the Adminisiration module, restiictits acoess to the local
maching if you intend to run both at the same machine (iscommended).

 Lhange settings
s e e Feptim e axfoe e e e s g el s

- Host modul

% Keep eisting settings Port number; Portrumber:  [3082 1= ;\’\Eg‘tlicllacce;s to
e local machine

—Web Reporting mor

¥ Enable Part number: 8084 ™ Restrict access to

the local machine

Carcel <Back || Mems | Carcel | eBak [ Hets |

As we are upgrading (from version 8.11), we recommend selecting the “Keep existing set-
tings” option. The selection reuses the previous port numbers used for the host and admin-
istration modules, including web reporting and ensures the hosts can continue communica-
tion with the server after the upgrade. Do not change the ports! Should you select option
“Change settings”, the screen on the right side displays the available settings.

l=[E
-
-
F-Secure.' g
Specify data to migrate
_ Specify the communication directory and signing keys to be imported to your installation of Policy Manager.
=
™ c @
-_— Communication directory: [€:\Program Files (86)\F-Secure\Management Server 5\CommDir
F-Secure. ¢ POLICY MANAGER &
Signing keys: [\Administrator\admin.pub, C:\Program Files (&6)\F-Secure\Administrator\admin. prv J

Private key passphrase: |~
Ready to start the installation

Companent | Status

+ Policy Manager Console 10,00
» Policy Manager Server 10.00

The listed components will be installed on pour camputer, “erify your choices and then click Start

Click Start to begin the installation

] <Back T <Back Ned> Start

The upgrade now starts and once it finishes, the migration wizard starts. The wizard mi-
grates the existing data from Policy Manager 8 to version 10. The private key passphrase is
the passphrase provided with Policy Manager 8 when launching the Console. It is not the
same as the password provided earlier during installation (unless the same password was
used previously).
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= F-Secure Setup x|

Migration completed ~
Migration completed successfully. F-Secu re."‘ POLICY MANAGER
Data Migration progress

Preparing for migration & Done
Server properties @ Done Installation status
Signing keys I Done
Policy domain tree 2 Done
Installation packages @ Done Lot | Status
Policies @ Done (% Policy Manager Console 10.00 Installed
Host import rules @ pone (% Folicy Manager Server 10.00 Istalled
Host auto-registration requests 2 Dene
Scanning reports. &2 Done
Alerts & Done
Unknown applications reported by hosts. @ Done
Status @ Done
Completing data migration @ Done: migration completed successfully.
Completed: 100%
T

Click Next to continue.

Cancel < Back Next > Close Cancel | < Back | T ewt I

Almost done! The migration wizard displays a summary page. Note, if you have any warn-
ings visible on the summary, these can safely be ignored.

A
-'-
F-Secure.'g* POLICY MANAGER

Installation completed

Thank you for instaling F-Secure Policy Manager 1000 buid 36754

Congratulations! You have now successfully upgraded Policy Manager to version 10!

If you have additional computers running Policy Manager Console proceed to upgrade these
while deselecting the “Policy Manager Server” option during setup.

=
’-
F-Secure.'g¥ POLICY MANAGER

Select components to install

F-Secure Folicy Manager 10.00 buld 36754 components

Component [ Installed version | Task ]
@ Policy Manager Console 10.00 81 Upgiade
O @ Policy Manager Server 10.00

Default selection Total required disk space: [256.4 ME

Click Next ko continue.

cocs | <o
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Step 4. Upgrade Client Security

The next step involves upgrading our current clients. We start by launching Policy Manager
Console and importing the new Client Security 9.20 installation package.

= e S o 3
T ) = ozl Polie ErEgar Corisnld S B @ pesnesfln <l
= [login) o Pl Maneaes Gonsole: ESE ) r=—m Eo—
t‘*:l i Messages pane L a ?E
. N i v Open on new ) —
Login to Policy Manager Console | plic mmary |
=R & Back Alt+Heft Corp > Summary
Connections: I https: {localhost: 8082 vI Options ¥ | Ul = Forward Alt+Right mmary
BLEI J Parent domain
User name: |admir1 ’ licy Manac
Advanced mode Policy distributiol
Password:  [FEEEEesd | v Antiviras mode | irus defiritions
{2 Refresh F5 Bpyware definiti
Login Cancel DeepGuard upd:
V|

Once Policy Manager Console is running, make sure “Anti-Virus mode” is selected.

T o =7
Installation packages
e I Package details
Ea ) ==)
Desktop = 7 @EE
L SR GTe PoliEy Man e g e Garsale = [ i @ (8 Computer
(€ Network
File Edit View Help -
S t § ID Installation packages... I E (] J
( Reporting. .. -
J Policy domi E portng Summz
-
2{@ = Change password... y-Corp -
LE-' Server % Users... L. Flename:  [Res920jar
EH_El Works SUMn Fies of type:  [F-Seaure nstaltion peckages (*or, =f5fx) = &= |
i O server configuration. .. .
D= B . Policy
A Preferences. .. Policy I b tmport... || Yegortn | [ 9@oeien |
Virus )
(o= ],

Import the Client Security 9.20 installation package downloaded in step 2 (filename
fsc920.jar).
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Policy domains Summary Settings Status Alerts Scanning repgrts {Installation:
= [|;| I T Tetslaton
51 Servers

[=-| 3 workstations
.| GER win-xP-Workstation-1

Installation

l;\ Import Active Directory structure

Create new policy domains from the structure of your Active Directory.

77 1mport new hosts

Create rules for automatic host import or impert new hosts manually. install software to spedific Windows hosts based on IP addresse

" —!Installation packages @ Software downloads

Import and export installation packages. Download the newest versions of all F-Secure products.

Product Version Count  Actions

F-Secure Client Security 8.02 1 Egmde

F-Secure Client Security Total 1

| Operation Status

Select the root of the domain (My-Corp) and the Installation tab as highlighted above. Any
upgrade or installation operation now affects the entire policy domain. Start the upgrade
process by clicking the “upgrade” link.

As the size of upgrade package is quite large (approx. 65Mb) and to minimize the
impact on network bandwidth usage, in larger networks we recommend dividing
& the load by distributing the update to individual sub-domains instead of the root
domain. Deploying the upgrade initially to a pilot group also allows you to discover
any hidden problems, including possible compatibility issues with 3rd party soft-

ware.

w
F-Secure."g"

=== ===
CLIENT SECURITY F-Secure g® CLIENT SECURITY

Welcome

“This wizard wil now guide you through the configuration steps needed for remote instalation of F-Secure Ciient Security.

Enter your license keycode

Enter your license keycode for the product that you are about to install

Note that if you enter the wreng keycode here you will only nofice this when the instaliation fais, and that may take several
minutes, so please check that you entered the correct keycode.

Note also that, if any value is shown below, that is the keycode that you entered previously. Please make sure that the keycode
is correct for the product that you are about to install.

s [T -

Cancel et | [mez || En Cancel < Back ext >

The license keycode is required information.
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w
F-Secure."

==

F-Secure > CLIENT SECURITY

P

F-Secure. g’

==
CLIENT SECURITY

Select components to install

F-Secure Client Security components:

[ Virus and Spy Protection
 E-mai Scanning

[ Web Traffic Scanning
[ Internet Shield

[ Browsing Pratection

[7 DeepGuard

I™ Microsoft NAP Plug-in
I™ Cisco NAC Plug-n

Choose preduct language

Choose the language that the product will use.

Cancel <gack [ mexts | moen

Cancel <gack | [ met> | Eoeh

Select the required modules for installation. With regards to product language, default op-
tion shown above means the installer decides the Client Security installation language based
on the operating system locale setting. This is the default and in most cases recommended

setting.

==}

F-Secure g CLIENT SECURITY

F-Secure.’."'

==
CLIENT SECURITY

Configure communication with Policy Manager Server

Specify the URL for your Policy Manager Server, induding the port number if you are not using the defaut (30), for example
hittp:ffspms.example. com:81, You also need to select how to identify the connecting hosts according te your environment.

Folicy Manager Server URL: [http:/fmy-corp-om, comi& 1

Host identification: i ~|

Enter custom host properties

When the product is installed on host and it connects to F-Secure Policy Manager this host can have custom properties which will
help you whie importing it to pelicy domain tree. Enter any custom properties that you would lke to use when importing new

hosts in the console.

1f you do not need this, you can safely press "Next".
dhadd 7 Edt 9 Remove
Property name.

Property value |

Cancel <Beck | [ mexts> | e

Cancel <gack [ mexts | moen

If you’re not sure, what the Policy Manager Server URL is, launch the “Status Monitor” ap-
plication. It is available in the F-Secure Policy Manager program group and displays the ports
used by Policy Manager. The “Host module” port is required information and needs to be
specified unless standard Http-port 80 is used for communication. For host identification
use the default option “SMBIOS Global Unique ID”.
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=~ CLIENT SECURITY - CLIENT SECURITY
F-Secure.’g” F-Secure. g¥
Choose action on conflicting software Select restart options
Choose an action to perform if confiicting software is detected while instaling the product. If 5 restart is required after the installation select how it should be performed. You can also incdude a message to display to the

user of the target machine before the restart. If no restart is required, the user is not asked aboutit.
@ Dninstall cenficting seffnars (iscemmended)
@ Hek the User before restarting
' Instal the product enly ifno conficting software is detected

€ Do not restart

¢ Restart after installation, in

0 hours [8 minutes

I Force restart without asking the user to save open documents

Restartmessage: |

Cancel <Back | Mext > I Einish Cancel <Back Next > | Einish |
4 L J

We recommend not changing the “action on conflicting software option”. For system res-
tart, alternatively use the “Restart after installation, in XYZ” option which allows you to spe-
cify a suitable window after which the user is forced to reboot. Remember to allow users
enough time (1-3 hours) to save their work, should they be away from their desktop(s).

Policy-based installations

Upagrading F-Secure Client Security from 8.02 to 9.20in "™...

The last step remains; initiating the upgrade by distributing policies.

= =SeGine Folicy Meneger Consa)e

Edit View Tools Help

[ Distribute policies cei+o] | |

f'j Discard policy changes

Export host paolicy file...

Exit

-l orl ons

The clients eventually start the upgrade after downloading new policies and report their sta-
tus back to the Policy Manager.
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Installed products summary

Product Version  Count  Actions
F-Secure Client Security 9,20 i repair  uninstall
F-Secure Client Security  Total 1

Policy-based installations

# 7/ Operation I

Upgrading F-Secure Client Security from 8.02 to 9.20in "™..

In our case, the installation was quite successful; the one host in our test domain was suc-
cessfully upgraded to Client Security version 9.20!

The screens below highlight the user experience during and after the upgrade.

F-Secure SEENS 5

A new version of F-Secure product has been installed on your computer.
. ! To properly take it into use, vour computer must be restarted. You should reboot
F-Secure zoftware uparade in progress. ..
=
& Frepanng |hstallation...

as 00 ag possible, since some components are temporarily disabled.

Mote: |t iz recommended to save your work and close all applications before
choosing to reboot the computer.

Meszage

v |nstallation in progress Tiime befare shutdown:  O0:00:00

Thiz tagk wasz initiated by your local administrator,

B emaving temporany files..
Fieboat now |

Congratulations! You have now successfully upgraded both Policy Manager and Client Se-
curity to the latest versions.
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Creating a backup of the Policy Manager database

Starting with Policy Manager 10, all the important data including the policy domain struc-
ture, policies, installation packages and so forth are stored in a database.

& We highly recommend creating regular backups of the database as part of your dai-
. ly server maintenance process.

1. Stop the Policy Manager Server service

a. net stop “f-secure policy manager server”
2. Backup the folder [F-Secure Installation Dir]\Management Server 5\data\h2db
3. Start the Policy Manager Server service

a. net start “f-secure policy manager server”

The default target installation directory for Policy Manager depends on whether you are
running a 32-bit or 64-bit Windows version:

32-bit: C:\Program Files\F-Secure
64-bit: C:\Program Files (x86)\F-Secure

Restoring a backup of the Policy Manager database

To restore the data, do the following:

1. Stop the Policy Manager Server service
a. net stop “f-secure policy manager server”
2. Restore the previously backed up folder [F-Secure Installation Dir]\Management Serv-
er 5\data\h2db
3. Start the Policy Manager Server service
a. net start “f-secure policy manager server”
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Additional resources including contacting support

Please submit any problems you encounter during the upgrade to F-Secure support, accord-
ing to the support contact information available in your License Agreement. Alternatively
contact F-Secure Support directly using any of the available options at our webpage.

Both Client Security and Policy Manager have a download page with additional resources
available:

- Installation packages
- hotfixes

- product manuals

- release notes


http://www.f-secure.com/en/web/business_global/support/contact
http://www.f-secure.com/en/web/business_global/support/downloads/-/carousel/view/73
http://www.f-secure.com/en/web/business_global/support/downloads/-/carousel/view/78

